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1 Definition of program IPcom

Program IPcom is designed for receiving of alarm messages transferred by communication protocols
TCP/IP and UDP/IP.

IPcom receives alarm messages of security control panel transferred by GSM modules series of G10 and
CG, Ethernet modules series of E10 and redirects them to the existing monitoring software. Number of
supported transmitting devices in system depends on computer parameters. Recommend that this
number should be no more than 200.

2 Description of operation

Program IPcom operates as integrated part of GSM/Ethernet Alarm Transmission System, which is
comprised of various transmitting devices, communication networks and IP receivers.

The program IPcom receives messages transferred by transmitting devices through GPRS and Ethernet
networks by TCP/IP and UDP/IP protocols. The program can control connected CSD/SMS receiver GM5
or Wavecom Fastrack Supreme 20, used for receiving alarm messages, which are transferred through
CSD and SMS connection.

Figure 1: GSM/Ethernet Alarm Transmission System

Program IPcom redirects received messages to existing monitoring software, where they are visualized.

The program IPcom analyses messages received from transmitting devices. If IPcom recognises correct
encryption key and encoding protocol of received messages, it automatically creates list of transmitting
devices and controls communication. The IPcom automatically registers each new transmitting device.
When message is received, program divides entire message into parts and displays transmitting device
Object ID along with IP address, Telephone number, Communication state, Signal level, Time of last
received alarm message (or PING), Communication Control Signal (PING) sending interval, Brand name.
The program registers message reception time, defines time interval for communication channel control
and sends confirmation about message receiving to the transmitting device.

Program IPcom recognizes Communication Control Signals (PING) sent through communication channel
and controls their timely receiving. Communications with transmitting devices are supervised according to
specific communication control time intervals, which are different for each object. Communication Control
Signals (PING) are not transferred to monitoring software. Upon communication failure, IPcom generates
alarm message about communication failure and transfers it to the monitoring software.

In case of transmitting device is configured not to send Communication Control Signals (PING), IPcom
redirects received alarm messages to the existing monitoring software only. The last received alarm
message is displayed in the IPcom window.

Received messages are transferred to monitoring software by protocol Surgard using codes of Contact ID
table. Transmission to the existing monitoring software is done through Serial port RS232 or Ethernet (for
example through local network LAN).
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3 Specifications

Ethernet connection

Input Wireless Internet connection
Serial port RS232

Flow rate* up to 50 messages/sec.
Storage of messages up to 1000 last events

. - Serial port RS232
Output to monitoring software - Ethernet
Output protocol Surgard according to codes of Contact ID table
Software language Selectable either Lithuanian, English or Russian

* depends on parameters of the PC in operation: speed and RAM

4 PC requirements

The program IPcom should be installed into the PC running OS MS Windows ‘XP, ‘Vista, ‘Win7 having
Internet connection with External Static IP address. Used networking equipment should forward incoming
messages to the selected port of program IPcom (port forwarding).

Minimum PC requirements Processor: 1,5 GHz CPU or better
Memory: 256MB
RS232
RJ45
OS: MS Windows’2000/XP

Note: one Serial port RS232 is used for receiving alarm messages from CSD/SMS receiver GM5. Second
Serial port RS232 is required if alarm messages are redirected to the monitoring software through the
Serial port RS232.

5 Working with the program IPcom

1]
Program IPcom starts by clicking icon E"

Starting modes Standard and Service are set during installation of IPcom. Starting mode Standard
means that program IPcom starts by clicking its icon. Starting mode Service means that program IPcom
starts and operates automatically as long as OS MS Windows is starting and operating. Then IPcom is in
operating mode (it automatically receives and redirects received alarm messages), its icon is visible in
desktop toolbar. Opening window of IPcom is required only if it is necessary to supervise operation of
program or to change alarm messages receiving and redirecting terms.

In order to open window of program when it is operating automatically, press the right-click of the mouse
on the icon of IPcom at the desktop toolbar. Commands Show IPcom and Exit IPcom appear. Choose
command Show IPcom and the main window of program will appear (see Figure 2).

It is possible to turn on filters of received messages. Mark [v] checkbox Show incoming events in order
to display all alarm messages, which are being received. Mark [v] checkbox Show incoming PING’s in
order to display all Communication Control Signals (PING), which are being received. In order to display
all incoming information, mark [v] both checkboxes.

Program displays Date, Time, Object ID, Event classification, Event code of the received messages at the
window lower area.

IPcom displays communication status with monitoring software in the area Info panel .
Operation modes and states of the program are indicated in the taskbar.

Area Refresh control . Mark [v] checkbox [Refresh every... ] and set time interval nearby for automated
refreshing the list of transmitting devices. By pressing button [Refresh] it is possible to refresh the list of
transmitting devices manually.

Selected row of object may be removed out of area Objects control by pressing button [Remove
object ].

Area Object state summary includes:
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Row Waiting for GPRS means with how many transmitting devices IPcom has connection
by protocols TCP/IP and UDP/IP.

Row Waiting for SMS means with how many transmitting devices IPcom has CSD and
SMS connection.

Row Summary lost means for how many of objects communication failure is occurred.

@reom o
File Settings About
~Contral Object state summar

Refresh control ‘waiting for GPAS 1}
v = Refresh Options “wiating for SM3: 0
’7|— Refresh eveny: [10 =4 sacands P! Summary Lost 2z
Objects contro

Remave object |
Object ID_|IP | Phane number | Communication state |Level | GPRS last ping | GPRS ping interval | GSM last ping |GSM ping interval | Device
1220 o7.247.80.186 2010.05.25 12:24:40 B0 Mia MNia MAa
1313 1921681.23 2010.05.2512:24:40 B0 M2 N NAA
/| |
[~ Show incoming events [~ Show incoming PING's Infa panel

=f

|GPRS device status: Active  (GSM device status: Inactive  External COM port status Inactive External TCP status: Inactive | i

Figure 2:  Main window of program IPcom

Area Objects control

The column [Object ID] displays account number of transmitting device a message was
received from.

The column [IP] displays IP address of the transmitting device a message was received
from.

The column [Phone number ] displays telephone number of the transmitting device a
message was received from while alarm transmission through CSD and SMS connection is
done.

The column [Communication State ] displays connection state with transmitting device a
message was received from.

The column [Level] displays GSM signal strength in relative units.

The column [GPRS last PING] displays time of the last alarm message (or PING) received
by protocols TCP/IP and UDP/IP.

The column [GPRS PING interval ] displays time interval between Communication Control
Signals (PING) by protocols TCP/IP and UDP/IP.

The column [GSM last PING] displays time of the last alarm message (or PING) received
through the CSD and SMS connection.

The column [GSM PING interval ] displays time interval between Communication Control
Signals (PING) through the CSD and SMS connection.

The column [Device] displays Brand name of transmitting device a message was received
from.

|GPRS device status: Active

|GSM device status: Inactive

[External COM port status Inactive External TCP status: Inactive |

-

Figure 3:

Status bar of IPcom

Status bar of IPcom indications (Figure 3):

- GPRS device status: Active/lnactive

- GSM device status: Active/lnactive
receiver GM5.

— it indicates status of data input by protocol TCP/IP.

— it indicates status of connection to CSD/SMS
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External COM port status: Active/lnactive  — it indicates status of COM port connection for
outputting data.
External TCP status: Active/lnactive  — it indicates status of connection to LAN for

outputting data.
Events in COM Buffer: - it indicates number of messages in COM port buffer.

Events in TCP Buffer: — it indicates number of messages in buffer.

Closing of the program IPcom.

-1l

In order to close the program, press the right-click of the mouse on the icon rng‘»w'nk at the desktop toolbar,
options Show IPcom and Exit IPcom appear. Choose option Exit IPcom and the program will be closed
(the icon program IPcom will be removed from the toolbar).

Note: Keys [-], [X] minimizes the program window only. However the program itself remains active.

6 Configuration of the program IPcom

6.1 In order to start configuration window Options (see Figure 3) click on [Options ] button in main IPcom
window. There are options to set terms of Communication Control Signals (PING) monitoring, set
parameters of data Input/Output ports, specify receiver and line numbers, activate sound signals and
disable free configuration access etc in options window. Window Options / General (see Figure 4).

6.1.1

x|

General | Connectmnsl Heceiverl Intemal eventsl Soundsl Passwordl

—Signal last time

Multiplier Tolerance

3 = 20 =L
Meszage count for restare signat

GFRS GS5M Modem

2 = 1 =
[ External
—COM LAN

. | P[5z 166, 0 . 1
Hearbit interval |20 = 7 IWSUUU z‘

[~ Started ¥ Started
~Compart and TCP buffers managment

Clear buffers

Startup optioh:
’]7 Start when windows starts ‘

oK Cancel

Figure 4:  Window Options / General

In the area Signal last time terms of providing Communication Control Signals (PING)
monitoring should be set. Conforming to values written in Figure 3 and PING sending interval 30
seconds is set in transmitting device, PING control time is 110 seconds. If this time has expired,
IPcom forms an alarm message about communication failure with transmitting device and sends
this to monitoring software.

If received message contains the PING sending time interval, Communication Control
Signals (PING) control time can be calculated by multiplying PING sending interval set in
transmitting device by the value, written in the field [Multiplier ] as well as by adding time
correction factor [Tolerance ].

For example:
PING control time = 30 sec (PING interval) x 3 (Multiplier) +
20 sec (Time correction factor) = 110 seconds.

If received message does not contain the PING sending time interval, Communication
Control Signals (PING) control time can be calculated by multiplying initial interval (120 sec.)
by the value, written in the field [Multiplier ] as well as by adding time correction factor
[Tolerance ].

For example:
PING control time = 120 sec (initial PING interval) x 3 (Multiplier) +
20 sec (Time correction factor) = 380 seconds.
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If during Communication Control Signals (PING) control time any message has not been
received from the transmitting device, IPcom will form the alarm message about
communication failure and send it to monitoring software.

IPcom will form the communication failure restore message and send it to monitoring
software when program will receive such amount of PINGs as specified in the area Message
count to restore signal . Amount of PINGs should be specified for both connections: in the
box [GPRS] while alarm transmission is done by protocols TCP/IP and UDP/IP and in the
box [GSM] while alarm transmission is done through CSD and SMS connection.

6.1.2 Area External . There are options to set parameters of information output to monitoring software.

If messages are redirected through Serial port RS232, press the button [Setup] and set
parameters of comport in appeared Setup window (see Figure 5). Write in heartbeat signal
sending interval in box [Hearbit interval ] and mark [v] box [Started ] for enabling it.

serun ]

Pt (R

Baudrate  |9500

[l

Data bits
Stop bits 1
Paiity Mane

il

Flow conral | None

Figure 5:  Window Options / General / Setup

If messages are redirected through Ethernet, write in IP address [IP] and port [Port] of the
existing monitoring software and mark [v] box [Started ] for enabling these.

6.1.3 In the area Comport and TCP buffers management by using button [Clear buffers ] it is
possible to clear buffer of not redirected messages to monitoring software.

6.1.4 While [Start when windows starts ] box is marked [v] in the area Startup options , program
IPcom will start and operate automatically as long as OS Windows is starting and operating.

6.2 Settings of messages input are specified in window [Connections ] (see Figure 6).

X
General Connections | Recsiver | Intemal svents | Sounds | Password |
—GPRS TCP zerver settings—— - GSM modem setting:
Server part e
0 3' Trikdis G5t modem -
¥ Started
Setup |

Close connection if no datais | Modem  Offline
received for ping periad GSM  Offfne

f# Enabled I~ Started

—GPRS UDP server settings——
Server part

2001 3.

[ Started

rhats————

Password

Ok Cancel

Figure 6:  Window Options / Connections

6.2.1 If port of program IPcom [Server port ] is written and enabled [v] [Started ] in the area GPRS
TCP server settings , program IPcom will receive messages through Ethernet cable by protocol
TCP/IP.

If it is marked [v] the checkbox [Enable ], program IPcom will close the GPRS session each time
while it receives the message. This mode is used when receiving signals from transmitting
devices of other manufacturers.
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If port of program IPcom [Server port ] is written and enabled [v] [Started] in the area GPRS
UDP server settings program IPcom will receive messages through Ethernet cable by protocol
UDP/IP.

In the area Data password of received messages decryption should be entered [Password ]. It is
important that password entered in transmitting devices has to be the same as that specified in
this field.

The type of CSD/SMS receiver connected to PC can be set in the area GSM modem settings
selecting desirable element in the list Modem type .

If messages are received from CSD/SMS receiver through Serial port RS232, press the button
[Setup] in the area GSM modem settings and fill the appeared window (see Figure 7) for setting
parameters of input comport. CSD/SMS receiver GM5 is used for receiving messages through
the CSD and SMS connection. Mark [v] the checkbox [Started ] below for enabling input comport.

et =

Pt [EEET =
Baud rate 115200 j

Data hits

4

4

Stap bits 1

I

Faity Mane

Fowconmal |Hadwre =]
Cancel

Figure 7:  Window Options / Connections / Setup

4

6.3 Inthe window Receiver appropriate receiver and line numbers should be specified (see Figure 8).

|
Genera\l Connections  Receiver | Intemal svenlsl Suundsl Fasswurdl

Generated idenlifier

Receiver |2 3

Line: 5‘ 3

0K | Cancel |

Figure 8:  Window Options / Receiver

6.4 In the window Internal events are options to specify some events, which IPcom will form and send to
monitoring software while appropriate event is happened (see Figure 9).

=

Genera\l Cnnnectinnsl Receiver Intemal events | Snundsl F’asswnrdl
[ Intemal event

GFRS device lost GFRS device restared

GEM device lnst GEM device restored

Configuration mode

IE 627 99 000

Ok | Cancel |
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Figure 9:  Window Options / Internal events

6.5 In the window Sounds are options to specify sound parameters, which are generated while IPcom
stores messages not transferred to the monitoring software in its memory (see Figure 10).

eS|

Genera\l Cunneclmnsl F\ecelvsrl Intemal events  Sounds |Fasswurd|

[ External COM sound
¥ Enable sound

Sound filename
IC:\F‘rogram Files\IPoom'S oundshCOMS OUMND way Browse

[ Repeat sound every |3 :I seconds

External TCP sound

¥ Enable sound

Sound filename
IC.\F’rUgram FilessIPocom'S oundshTCPSOUND  wav Browse

¥ Repeat sound every |5 :I seconds

0K | Cancel |

Figure 10: Window Options / Sounds

6.6 In the window Password is option to specify password of 6 characters length, without entering it, the
configuration of the program IPcom is forbidden (see Figure 11). This feature protects the program
IPcom from the unauthorized access or from incautious configuration. If the password is not specified,
configuration of the program IPcom is enabled without restrictions.

B

Genera\l Cunneclmnsl F\ecelvsrl Intemal svenlsl Sounds  Password |
Change password
0ld pazswaord
MNew password
Repeat new password
l

0K | Cancel |

Figure 11: Window Options / Password

If the password is specified, password request window for entering access password will appear (see
Figure 12) after pressing the button [Options ] (see Figure 2).

¥ Password input x|
Please enter password
Ok | Cancel |

Figure 12: Request window for entering the password

In order to change the password, fill specified fields and press the button [Change]. When specifying
password the first time, the field [Old password ] should be left blank. Use sequence of 6 characters.
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7 Installation

Installation of the program is as follows:

7.1 Click Download link of program IPcom v1.8 (or newer version) on website www.trikdis.lt and window
File download appears (Figure 13).

File Download - Security Warning 5[

Do you want to run or save this file?

Mame: IPcom_setup_vl.6_.4_exe
Type: Application, 20,0MB

From: s trikdis.lt

Run Save P

potentially harm your computer. If you da nat trust the source, do not

l-@ ‘while files from the Internet can be useful, this file lype can
= run or save this software. What's the risk?

Figure 13:

7.2 Press button [Run] (Figure 13).

1% IPcom - InstallShield Wizard i x|
’t | welcome to the InstaliShield Wizard for IPcom

The InstaliShield{R) Wizard wil install IPeom on your computer.
To continue, click Hext.

WWARNING: This program is protected by copyright law and
internatianal treaties,

< Bk Cancel
Figure 14:
7.3 Press button [Next] (Figure 14).
=
Destination Folder ¢mlmﬁ

Click Mex to instal bo this Falder, or click Change to instal to a different Falder.

) Instal Poomto
(_‘ CriProgram Files|IPcom| change. .

Iriscal[Shield

< Back I T ! Cancel

Figure 15:

7.4 Choose the installing direction and press button [Next] (Figure 15).

{& IPcom - InstallShield Wizard i x|
Program language ¢m|KDE

Choose the language that best suits your needs

Please select program language.
& Englishi
€ Lithuanian

" Russian

Instalistisld

<pack [ mex» Cancel

Figure 16:

7.5 Select the language and press button [Next] (Figure 16).

10
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1% IPcom - InstallShield Wizard x|
Sewp Type N TRIKDIS

Choose the setup type that best suits your needs.

Please select a setup bype,

" Standard
) Programis instalad as deskiop spplication (o Windows service),

gﬂ Program is installed as Windows service (will run in backaround)

TrstlShield

<pok [ mex> Cancel

Figure 17:

7.6 Select the starting program mode and press button [Next] (Figure 17):
- Standard - clicking the icon on the desktop will activate the program.

- Service - the program will be started automatically upon loading OS Windows.

{8 IPcom - InstallShield Wizard x|
Ready to Install the Program ’;TRIKDE

The wizard is ready ba begin instalation.

Click Iristall to begin the instsllation.

TF you want te review or change any of yoeur instalation settings, click Back, Click Cancel to
ext the wizard,

Instalistisld

< Back | Install il Cancel

Figure 18:

7.7 Press button [Install ] (Figure 18).
E
’tTRIKD!g Installshield Wizard Completed

The Installshield wizard has successfully installed 1Pcom, Click
Finish to exit the wizard,

< Beck | Finish ] Cartee]

Figure 19:

7.8 Press button [Finish ] (Figure 19).

Installation is complete.
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